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Abstract: The application of the General Data Protection Regulation (GDPR) regarding 
the operation of websites is considered of vital importance, especially to organizations 

within the European Union. GDPR is a useful tool, which, among other requirements, 
mandates the adoption of privacy-by-design and advanced IT security mechanisms in 
place. Considering its requirements, this paper analyses their implementation with regard 
to applied Internet Security solutions for the websites of the Greek Libraries Network of 
the National Library of Greece. While the GDPR offers a minimum set of technical 
Internet Security means to be taken into consideration by companies and organizations 
Europe-wide to achieve GDPR compliance, hereby we aim to highlight the adaptation of 
strong and proper security mechanisms that will not only set libraries-members of the 

Greek Libraries Network of the National Library of Greece compliant with GDPR, but 
also maintain them strong and secure against most threats targeting websites to both 
internal and external cyber security threats. 
Keywords: IT security, website security, security mechanism, GDPR, privacy by design, 
privacy by default, appropriate technical and organizational measures, National Library 
of Greece 
 

1. Security by design and by default for the Greek Libraries 

Network of NLG 
The General Data Protection Regulation 2016/679/EU (hereinafter, GDPR) 

offers a digital environment for companies and organizations where they can 

better trace, secure and handle data within the IT infrastructure and beyond. In 
this context, GDPR requires strong security mechanisms to be in place in order 
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to safeguard the data under consideration. All libraries, public and private need 

to comply with GDPR requirements for personal data protection. Hence, 

powerful security mechanisms should be adopted for the adequate protection of 

personal data and/or special categories of data processed through their IT 
infrastructure. The latest trends in cyber security have embedded technologies 

with enhanced mechanisms for better results, including machine learning and 

big data analytics on network security solutions (Kantarcioglu, M., et al, 2016). 

In this paper, we analyze the basic components that the Greek Libraries 

Network that the National Library of Greece supports and coordinates 

(hereinafter, NLG Network), should implement and properly configure, in order 

for its websites to become compliant with the relevant legislation and resilient to 

cyber-attacks. 

 

The Greek Libraries Network of the National Library of Greece has been 

established to help Academic, Research, Public, Municipal, and School libraries 

to develop and evolve the services they offer to their public. It aspires to be the 
means of exchanging information, knowledge and professional communication 

between libraries, to undertake training program initiatives for library staff, to 

plan and organize national and international activities, such as campaigns or 

conferences, to aspire its members in the use of professional tools and standards, 

and to provide ongoing support to libraries which are members of the Greek 

Libraries Network of NLG. It provides leadership and consultant services to all 

its member (e.g. applying standards and implementing new). In the 

organizational field, the Greek Libraries Network of NLG offers library support 

by creating a union catalog, providing Integrated Library Systems (ILS) and 

defending the political, economic and social positions of libraries so that in the 

future libraries will be social hubs for every community they serve. It aims to 
conduct research and surveys to serve its purpose (e.g. level of development of 

library services in the country, benchmarking based on other countries data and 

metrics). Also, the Greek Libraries Network of NLG has a key-role in the 

preparation of integrated funded programs either national or international that 

aim at the development of libraries in the Network.1 NLG and all member-

libraries of the Greek Libraries Network set up their collaboration through the 

Greek Libraries Network of NLG with the aim to apply Network-wide 

innovative methods of developing services and programs, such as Information 

Literacy, that each library could not implement on its own and jointly and 

radically comply to the requirements of Library Science in the modern 

landscape in Greece today, which of course includes the application of GDPR 

requirements in the operation of libraries. For all the above reasons, the Greek 
Libraries Network, has a pivot role to map and organize the Greek libraries eco-

system and establish an annual survey documenting resources, services, and 

developments. 

                                                
1 Dr. Philippos Tsimpoglou, General Director of the National Library of Greece, in 
Network of the Greek Libraries of the National Library of Greece, available at URL: 
https://network.nlg.gr/liga-logia/ [last check, Aug.12, 2020].  

https://network.nlg.gr/liga-logia/
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Under GDPR, following a data breach, the data controller has the legal 

obligation to notify the supervisory authority in 72 hours maximum.2 This way, 

apart from any actual data losses, organizations run the risk of harming their 

reputation and even face the financial burden of GDPR fines. Due to the high 

costs of data breaches (IBM Security, 2017; IBM Security, 2019), security by 
design and security by default are highly recommended to for-profit and non-

profit organizations such as most libraries of the Greek Libraries Network of 

NLG to assist them in minimizing investments for their IT security 

infrastructure and protecting their data. Once these strong security mechanisms 

are in place to cover a potentially wide range of data protection measures and to 

ensure data minimization and confidentiality the level of security of an IT 

infrastructure which is used for the processing of personal data will be enhanced 

and the organization will minimize the required response to a security breach.  

 

Therefore, in order for the Greek Libraries Network of NLG to enhance the 

security of its websites and comply with the GDPR requirement for processing 
of data in a manner that ensures appropriate security of the personal data, 

including protection against unauthorized or unlawful processing and against 

accidental loss, destruction or damage, using appropriate technical or 

organizational measures3 it needs to maximize its Information Technology 

security posture through proper “technical or organizational measures”. By the 

term “technical or organizational measures”, mentioned in Regulation 

2016/679/EU, the legislator refers to the functions, processes, controls, systems, 

procedures and policies that are in place, to protect and safeguard the critical 

data and private information that an organization holds.  

 

GDPR’s article 254 mandates the requirement for data protection by design and 

by default, leveraging on technical and organizational measures taking into 
account the state of the art, the cost of implementation and the nature, scope, 

context and purposes of processing as well as the risks of varying likelihood and 

severity for rights and freedoms of natural persons posed by the processing. The 

controller is mandated both at the time of the determination of the means for 

processing and at the time of the processing itself, to implement appropriate 

technical and organizational measures, such as pseudonymization, which are 

designed to implement data-protection principles, such as data minimization, in 

an effective manner and to integrate the necessary safeguards into the 

processing in order to meet the requirements of GDPR and protect the rights of 

                                                
2 Art.33(1) of GDPR, according to which In the case of a personal data breach, the 
controller shall without undue delay and, where feasible, not later than 72 hours after 
having become aware of it, notify the personal data breach to the supervisory authority 
competent in accordance with Article 55, unless the personal data breach is unlikely to 
result in a risk to the rights and freedoms of natural persons. Where the notification to 

the supervisory authority is not made within 72 hours, it shall be accompanied by 
reasons for the delay. 
3 Art.5(1)(f) of GDPR. 
4 See art.25(1) & (2) of GDPR.  

https://gdpr-info.eu/art-55-gdpr/
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data subjects. The controller is obliged to implement appropriate technical and 

organizational measures for ensuring that, by default, only personal data which 

are necessary for each specific purpose of the processing are processed. That 

obligation applies to the amount of personal data collected, the extent of their 
processing, the period of their storage and their accessibility. Appropriate 

technical and organizational measures must ensure that by default personal data 

are not made accessible without the individual’s intervention to an indefinite 

number of natural persons.  

 

Clarification upon the notion of appropriate technical and organizational 

measures is provided through Recital 78 of GDPR, according to which such 

measures could consist, inter alia, of minimizing the processing of personal 

data, pseudonymizing personal data as soon as possible, transparency with 

regard to the functions and processing of personal data, enabling the data 

subject to monitor the data processing, enabling the controller to create and 

improve security features. Technical and organizational measures must be taken 
to ensure that the requirements of this Regulation [a.k.a. GDPR] are met; 

technical and organizational measures consist of policies and measures which 

meet in particular the principles of data protection by design and data 

protection by default. The principles of data protection by design and by default 

must be taken into consideration in the context of public tenders, too.5 

Therefore, any attempt of Greek Libraries Network of NLG to apply for 

integrated funded programs either national or international that aim at the 

compliance of libraries in the Network to the requirements of GDPR must 

consider data protection by design and by default. 

 

In consideration of the principles of data protection by design and by default 
when developing, designing, selecting and using applications, services and 

products that are based on the processing of personal data or process personal 

data to fulfil their task, producers of the products, services and applications 

should be encouraged to take into account the right to data protection when 

developing and designing such products, services and applications and, with 

due regard to the state of the art, to make sure that controllers and processors 

are able to fulfil their data protection obligations. 

 

Recital 46 of the Data Protection Directive 95/46/EC (hereinafter, DPD) 

mentioned the need to take appropriate technical and organizational measures 

for the protection of data-subjects’ rights and freedoms both at the time of the 

design of the processing system and at the time of the processing itself, 
particularly in order to maintain security and thereby to prevent any 

unauthorized processing. Since the application of DPD in personal data 

protection the notion of appropriate technical and organizational measures is 

aligned with measures that can ensure an appropriate level of security, taking 

                                                
5 See Recital 78 of GDPR. 
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into account the state of the art and the costs of their implementation in relation 

to the risks inherent in the processing and the nature of the data to be protected.  

The Court of Justice of the European Union (hereinafter, CJEU) has yet to rule 

on the subject matter of article 25 of GDPR. However, it has strongly ruled 

through joined cases C-293/12 and C-594/12 that the adoption of technical and 
organizational measures ensures that personal data are given effective 

protection against the risk of abuse and against any unlawful access and use.6 

Thus, CJEU is in line with the application of article 25 of GDPR and article 25 

is in line with the rulings of the CJEU even before the pass of GDPR; the CJEU 

has, also, ruled indirectly in line with the requirements of article 25 of GDPR in 

some of its decisions dealing with internet mechanisms, such as the decision in 

Case C-131/12 in which the CJEU ruled that Google and other search engine 

operators must reconfigure their systems so that they are more privacy friendly.7  

 

The purpose of article 25 of GDPR is to impose a qualified duty on controllers 

to put in place technical and organizational measures that are designed to 
implement effectively the data protection principles of GDPR. Article 25 of 

GDPR prevents controllers from using technologies that collect more personal 

data than are strictly necessary for technological functionality or that leak 

personal data to outsiders. The wording of GDPR expressly applies its ruling not 

just at the time of the processing but also beforehand when the controller 

determines the means for the processing. The measures referred to in article 25 

of GDPR are not just technical but also organizational, which means that they 

embrace not simply the design and operation of software and hardware, but they 

extend to business strategies and other organizational measures which contribute 

to the application of the GDPR principles listed in article 5 of GDPR regarding 

data processing and privacy protection (Kuner, C., et al, 2020).  

 
Article 25 addresses the notions of privacy by design and privacy by default, as 

well. Both, privacy by design and privacy by default are to be taken by 

controllers which are the entities to determine the purposes and the means of 

processing of personal data.8 Privacy by design is addressed in article 25(1) of 

GDPR while privacy by default is addressed in article 25(2) of GDPR. Article 

                                                
6 See joined cases C-293/12 and C-594/12 Digital Rights Ireland and Seitlinger 

and Others, Judgement of the Court, paras.5, 7, 40, 66, 67, available at URL:  
http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0
&doclang=en&mode=lst&dir=&occ=first&part=1&cid=10218830  [last check, Aug.12, 
2020]. 
7 See Case C-131/12, Google Spain and Google, available at URL: 
http://curia.europa.eu/juris/liste.jsf?oqp=&for=&mat=or&lgrec=el&jge=&td=%3BALL
&jur=C%2CT%2CF&num=C-
131%252F12&page=1&dates=&pcs=Oor&lg=&pro=&nat=or&cit=none%252CC%252C

CJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%2
52C%252Ctrue%252Cfalse%252Cfalse&language=en&avg=&cid=10219757 [last 
check, Aug.12, 2020]. 
8 See art.4(7) of GDPR.  

http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=10218830
http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=10218830
http://curia.europa.eu/juris/liste.jsf?oqp=&for=&mat=or&lgrec=el&jge=&td=%3BALL&jur=C%2CT%2CF&num=C-131%252F12&page=1&dates=&pcs=Oor&lg=&pro=&nat=or&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&language=en&avg=&cid=10219757
http://curia.europa.eu/juris/liste.jsf?oqp=&for=&mat=or&lgrec=el&jge=&td=%3BALL&jur=C%2CT%2CF&num=C-131%252F12&page=1&dates=&pcs=Oor&lg=&pro=&nat=or&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&language=en&avg=&cid=10219757
http://curia.europa.eu/juris/liste.jsf?oqp=&for=&mat=or&lgrec=el&jge=&td=%3BALL&jur=C%2CT%2CF&num=C-131%252F12&page=1&dates=&pcs=Oor&lg=&pro=&nat=or&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&language=en&avg=&cid=10219757
http://curia.europa.eu/juris/liste.jsf?oqp=&for=&mat=or&lgrec=el&jge=&td=%3BALL&jur=C%2CT%2CF&num=C-131%252F12&page=1&dates=&pcs=Oor&lg=&pro=&nat=or&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&language=en&avg=&cid=10219757
http://curia.europa.eu/juris/liste.jsf?oqp=&for=&mat=or&lgrec=el&jge=&td=%3BALL&jur=C%2CT%2CF&num=C-131%252F12&page=1&dates=&pcs=Oor&lg=&pro=&nat=or&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&language=en&avg=&cid=10219757
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25(1) of GDPR formulates the design stage in terms of when the controller 

assumes its status by the time of determination of the means for processing.  

 

Both privacy by design and privacy by default impose on library-members of the 
Greek Libraries Network of NLG the obligation to meticulously select technical 

and organizational measures that are privacy-friendly and can ensure effective 

protection against the risk of abuse and against any unlawful access and use of 

personal data. Having that in mind, where does this selection start from?   

 

One way to begin would be to conduct vulnerability scans and penetration tests 

on the website and its components, including hosting servers and service 

providers checks. Endpoint risk assessments could assist further to discover 

loopholes in all processing activities, identify high risks regarding personal data 

and the effective reparative measures. 

 

Regardless of possible future changes in the IT support system of the Greek 
Libraries Network of NLG, a resilient IT security infrastructure for the websites 

of the Network-members should consider the security and regulatory 

requirements described in the current article for coping with most common 

website cyber security threats, to which we will now turn to refer. 

 
2. Common website Cyber Security Threats  

In order to understand the needs of an organization and conduct the websites of 

the Greek Libraries Network of NLG compliant and resilient to cyber security 

threats, we need to thoroughly understand the online threats that might affect the 

web infrastructure, including the website of an organization. As described on the 

OWASP Top Ten security risks to web applications of The Open Web 
Application Security Project9, the most common threats that must be taken 

under consideration include but may not be limited to the following: Injections, 

Broken Authentication, Sensitive Data Exposure, XML External Entities 

(XXE), Broken Access Control, Security Misconfiguration, Cross-Site Scripting 

XSS, Insecure Deserialization, Using Components with Known Vulnerabilities 

and Insufficient Logging & Monitoring.  

 

Regarding these Cyber Security Threats:  

Injection. Injection flaws are a class of security vulnerability such as SQL, 

NoSQL, OS, and LDAP injection that allows a user to “break out” of the web 

application context. These vulnerabilities may exist in the case of uncontrolled 
data enter an interpreter as part of a query or command. In the case of a website 

or a web application that take user input into a back-end database, shell 

command, or operating system call, the application may be susceptible to an 

injection vulnerability (Abdul Bashah Mat, A. et al, 2011).  

                                                
9 See the OWASP Top Ten about the most critical security risks to web applications of 
the Open Web Application Security Project at URL: https://owasp.org/www-project-top-
ten/ [last check, Aug.12, 2020]. 

https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
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Broken Authentication. Regarding web applications, the authentication 

procedure is considered as “broken” when a potential malicious user is able to 

compromise passwords, keys or session tokens, user data and further 

information that my provide more details about the users’ identity. Broken 

authentication attacks aim to achieve unauthorized access to active accounts 
giving the malicious user the same privileges as the legitimate user by 

manipulating the improper implementation of application functions related to 

authentication and session management (Maruf, H., et al, 2018). 

 

Sensitive Data Exposure. This kind of cyber threat may occur in a case of a web 

application which does not properly secure sensitive data that may include 

passwords, session tokens, financial data and even private health data and more. 

The administrators and developers of web applications should protect properly 

all sensitive data, including the aforementioned categories, in order to prevent 

unauthorized accesses and data losses from malicious users. (Sue, X., et al, 

2015) 
 

XML External Entities (XXE). XML external entity injection (hereinafter, 

XXE) is a flaw targeting web applications, which permits malicious users to 

manipulate with a web application processing of XML data. By XXE, a 

potential malicious user is able to disclose internal files of the web application 

and to interact with any backend or external systems that the web application 

itself is able to access. Furthermore, an attacker may be able to view internal file 

shares, conduct internal port scanning, conduct remote code execution, perform 

Server-Side Request Forgery (SSRF) attacks and perform denial of service 

attacks (Osincev, A., et al, 2019). 

 

Broken Access Control is another common vulnerability that occurs when 
testing the security of a web application, which in most cases results to 

unauthorized access, information disclosure of sensitive files and data, 

modification of access rights, and changing or corruption of information and 

data. Broken Access Control, is a security flaw that may occur due to lack of 

proper security methodology adopted by developers in the procedure of creating 

a web application during coding or insecure implementation of authentication 

and authorization mechanisms (Hassan, M., et al, 2018). 

 

Security misconfiguration threats are the most common problems regarding the 

security of web applications. They occur when a web application has not proper 

configuration regarding its source code or the infrastructure that is hosted and 
may exist in software components or subsystems; it may lead to the exploitation 

of other vulnerabilities that target any part of the application stack. For the 

avoidance of any security misconfiguration it is strongly recommended to 

harden all the components of a web application including operating systems, 

frameworks and libraries, upgrading each part especially with security patches 

whenever is needed (Eshete, B., et al, 2011).  
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Cross-site scripting (hereinafter, XSS) is one of the most common web 

application security vulnerabilities that is found during website security tests. 

XSS vulnerabilities provide the ability to a malicious user to inject untrusted 

content or client-side scripts into web pages without proper data validation 
techniques or escaping. The manipulation of an XSS vulnerability enables a 

malicious user to run unauthorized scripts in a victim’s web browser leading in 

user session hijacking, website deface or redirection to malicious websites. XSS 

flaws impact may differ according to the sensitivity of the data handled by the 

vulnerable application and the nature of any security mitigation implemented by 

the administrator of the web application (Gupta, S, et al, 2015).  

 

Insecure deserialization is a security flaw where malicious content often leads to 

remote code execution, denial of service attacks (DoS attack), replay attacks, 

injection attacks, privilege escalation attacks, authentication bypass or 

manipulation of the logic the web application operates (Dehalwar, V., at al, 

2017). 
 

The use of application components that include known vulnerabilities is another 

common security flaw of a web application. It should be underlined that 

libraries, frameworks, and other software modules, have the same permissions 

as the web application runs. In case of exploitation of a component with known 

security flaws, this may lead to further information leakage or even 

manipulation of the web server where the web application is hosted. Web 

applications and APIs that include components with known security flaws may 

be targeted by malicious users and lead to serious security incidents. 

 

Insufficient Logging & Monitoring. One of the major flaws of a web application 
is the lack of sufficient logging and monitoring. In a case of an effective security 

incident, without proper logging and monitoring, the web applications’ 

administrator will not be alerted, allowing the malicious user to continue the 

attack uninterrupted apart from the web application, to the whole infrastructure 

hosting the application. Typically, for a security incident to be identified, it 

takes approximately 200 days based on 2019 Cost of a Data Breach Study 

conducted by IBM (IBM, 2019) and it is detected by external parties rather than 

inside procedures or internal security teams (Leite G. S., et al, 2019).  

 
3. The situation currently of websites of library-members of the 

Greek Libraries Network of NLG 
In order to depict the current situation of the websites of library-members of the 

Greek Libraries Network of NLG, we have analyzed for every library-member 

of said Network the existence of its website—if any, its social media presence, 

the existence—if any—of an updated Privacy Policy with regard to GDPR and 

the use of a Secure Socket Layer (SSL) certificate, regarding the security of the 

communication between a user and the library’s website. The Greek Libraries 
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Network of NLG consists of 234 library-members in total, of which 233 

libraries are based in Greece and 1 is based in Cyprus.  

 

 
 

Table 1. The Greek Libraries Network of the National Library of Greece 

consists of 234 Libraries. Separation per region. 

 

The distribution of the Greek Libraries Network of NLG as shown in table 1, 

includes 7 libraries in the region of Aegean, 4 libraries in the region of Epirus, 

28 libraries in the region of Thessaly, 34 libraries in the region of Thessaloniki, 

17 libraries in the region of Crete, 24 libraries in the region of Peloponnese, 64 

libraries in the region of Attica, 4 libraries in the region of Thrace, 5 libraries in 

the region of the Ionian sea, 20 libraries in Central Greece, 1 in Cyprus and 26 

in the region of Macedonia. 
 

 
 

Table 2. The Greek Libraries Network of the National Library of Greece 

includes 73 libraries with a website. 
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From the total of 234 libraries, 30 are public libraries, 73 have a website and 95 

have a Facebook page.  

 

Out of the 73 libraries that have a website, there is either a separate website for 
the library (e.g. http://vivl-atalant.fth.sch.gr/) or the library is mentioned as a 

sub-category on a municipal website (e.g. https://mykonos.gr/the-

island/culture/). There are also eight libraries that instead of a website they use a 

BlogSpot page, four libraries that are not even mentioned on the municipal 

website, one example of a library with a WordPress page and one example that 

the domain has expired. 

 

 

 

Table 3. The Greek Libraries Network of the National Library of Greece 

includes 30 libraries that are Public and 95 have a Facebook Page. 
 

An important factor regarding website security is the use of Secure Sockets 

Layer (hereinafter, SSL) certificates. SSL certificates play a crucial role in 

website security, enabling web applications to adopt the more secure protocol 

Hypertext Transfer Protocol Secure (hereinafter, HTTPS), which is used for 

secure communications in the online world, rather than Hypertext Transfer 

Protocol (HTTP) which is less secure due to lack of proper encryption. An SSL 

certificate is a data file hosted in a website’s origin server. With the use of SSL 

certificates, the encryption SSL/TLS occurs. The SSL certificates include the 

public key of the website a users’ browser is trying to connect with and further 
relevant information for the website’s identity.  Users that try to initiate 

communication with a specific web server will reference the exact file 

containing the above information in order to obtain the public key and verify the 

server’s identity. The private key is not transmitted but is kept secret and secure.  

SSL, more commonly called Transport Layer Security (TLS), is a protocol for 

the encryption of internet traffic and the verification of a servers’ identity. Any 

http://vivl-atalant.fth.sch.gr/
https://mykonos.gr/the-island/culture/
https://mykonos.gr/the-island/culture/
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website with an HTTPS web address uses the protocol SSL/TLS. Previous 

studies have shown that the state of non-browser SSL code is catastrophic 

across web applications, leaving users vulnerable to Man-in-the-Middle attacks 

(MITMAs) (Fahl, S., et al, 2013; Conti, M., et al, 2016). SSL certificates are 

used to encrypt data in transit between the host, either the server or the firewall, 
and the user, through the internet browser. With the use of SSL certificates, it is 

ensured that the information transmitted, are delivered from/to the appropriate 

server without interceptions. Some types of SSL certificates such as 

organization SSL or extended validation SSL add an additional layer of 

credibility since the visitor of a website may see the organization’s information 

knowing that is a genuine entity (Bhiogade, M.S., 2002). 

 

From the total of 73 libraries that have a website, as shown in Table 4, we have 

identified that only 25 use SSL in order to secure the transmitted data. 

 

 

 

Table 4. The Greek Libraries Network of the National Library of Greece 

includes 73 libraries that have website. 

From a total of 73, 17 libraries have updated Privacy Policies and 25 use SSL 

in order to secure the transmitted data. 

 

Despite that the Greek Libraries Network of NLG was created with the aim to 

assist academic, research, public, civil and school libraries to develop and 

evolve—among others—their online services provided to all interested parties, 

the usability and security of these services is weak—if not embryonic—at least.  

In order for the Greek Libraries Network of NLG to participate in national 

and/or in international financial programs, it must previously invest in both 

security and data protection, especially after the application of GDPR. 
Following the requirements of international laws and standards, GDPR has 

come to set new rules regarding how to manage personal data on websites, 
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giving explicit choice to each user whether to allow or not the use of their data. 

An investment in website-security and data protection for the Greek Libraries 

Network of NLG and each library-member of this network could consider the 

deployment of elements of a GDPR-compliant website, the minimum number of 
which is referred below hereto.  

 

4. Elements of GDPR-compliant websites  
An interesting factor regarding GDPR is the enforcement of fines to the 

organizations that appear to be non-compliant. GDPR Enforcement Tracker10 is 

a website which contains a list and overview of fines and penalties which data 

protection authorities within the EU have imposed under GDPR the past couple 

of years. No library appears to have been fined, so far. Since some fines are not 

made public, this list is not exhaustive, and thus the GDPR Enforcement 
Tracker cannot guarantee that libraries Europe-wide have escaped fining for 

non-compliance with GDPR.  

 

Drawing on the available data and by searching for keywords ‘web’ and ‘email’, 

we have found that until June 2020, 27 cases relate to non-compliance regarding 

websites and 8 cases have to do with marketing email campaigns. While this 

may not be a large number of fined entities, combined with the current risk 

incurred by the growth of personal data processing, more fines are expected to 

emanate in the future should the requirements of GDPR will not be fully 

respected.  

 

In order to consider how the GDPR impacts a website, it should be determined 
how the website under consideration interacts with organizational activities in 

the online world such as email campaigns, digital marketing and social media 

strategies and further actions that might include personal data. GDPR makes 

clear that each user should firstly provide consent regarding the use of his/her 

personal data, thus more transparency should be applied regarding the handling 

of personal data. This consent must be cumulatively (1) freely given, (2) be 

specific, (3) be informed and (4) be unambiguous.11 All these four traits of 

consent must be explicitly clarified in the content of a Terms and Conditions of 

Use text in the website of the Greek Libraries Network of NLG as well as in the 

websites of the library-members of the Greek Libraries Network of NLG. The 

Data Subject Consent Form and the Data Subject Consent Withdrawal could be 
linked documents/forms to the Terms and Conditions of Use text. In the event of 

underaged users of the library-website and/or applications used through it, the 

Parental Consent Form and the Parental Consent Withdrawal Form could be 

also linked to the Terms and Conditions of Use text. An Access Control Policy 

may also be linked to the Terms and Conditions of Use text informing users of 

the library and/or users of the Greek Libraries Network of NLG upon the basic 

                                                
10 See GDPR Enforcement Tracker available at URL: 
https://www.enforcementtracker.com/[last check, Aug.12, 2020]. 
11 See art.4(11) of GDPR.  

https://www.enforcementtracker.com/
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principles for accessing all available information systems, networks and services 

and the user-registration process for accessing said means. In the event of 

allowance to use user’s own devices within the premises of a library, the Terms 

and Conditions of Use text could also include a link to the Bring Your Own 

Device Policy that applies in the library.  
 

Additionally, and in consideration of GDPR, the websites of the library-

members of the Greek Libraries Network of NLG should contain an analytic 

and unique Privacy Policy section, analyzing the types of information that are 

stored, the way they are collected and the purposes of the collection. Also, 

linked to the Privacy Policy could be the Data Retention Policy, as well as the 

Cross Border Personal Data Transfer Procedure if applicable. The website of the 

Greek Libraries Network of NLG and/or the websites of the library-members of 

said Network may elaborate upon Standard Contractual Clauses for the Transfer 

to Controllers of personal data and/or upon Standard Contractual Clauses for the 

Transfer to Processors of personal data in the event they are making use of 
them—Controllers and/or Processors—for the processing of personal data 

through their operation. The Data Subject Access Request Form could be linked 

to Privacy Policy, too.  

 

An analytic and unique Privacy Policy section is a sine-qua-non element of a 

website that is compliant to the GDPR-requirements (Degeling, M., et al, 2019). 

In addition to elements linked to the Privacy Policy of a website as reported 

above hereto, the following elements could be contained in the Privacy Policy: 

1) basic information regarding the library and the types of information that are 

stored and the way they are collected; 2) apart from GDPR, there should be a 

reference to applicable national laws like data protection laws and regulations 

that remain in effect in Greece; 3) if any third-party providers are leveraged 
upon, they should be mentioned in the Privacy Policy including all services that 

might track end user data e.g. Google Analytics, Facebook Analytics even 

plugins and applications that use or store such data. etc.; 4) the Privacy Policy 

should include detailed information regarding the personal data gathered by the 

website and/or the applications offered to users through it as well as the purpose 

for each personal data process; 5) a detailed action plan in an event of a data 

breach or a successful hacking attack. If any data is in danger, the data-subject 

should be notified following a concrete communication strategy of which the 

core elements may be reported in the Privacy Policy; 6) the Privacy Policy 

should include detailed information about the data controller and the data 

protection officer, including contact details of both of them (Lindèn, T., et al, 
2020; Zuiderveen Borgesius, F., et al, 2017).  

 

Furthermore, all websites should contain a Cookies Policy which includes an 

analytic list of the cookies that are collected by each website including the data 

of the visitors. Following the principles of the GDPR, both the Greek Libraries 

Network of NLG’s website as well as each library-member’s website should 

contain an analytic list of the cookies that are collected by each website 
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including data of their visitors. Also, there should be included a notification 

banner or page regarding the cookies, in order for the user to choose the cookies 

that he/she wants to provide in any case (Sanchez-Rola, I., et al, 2019; 

Dabrowski, A., 2019). 
 

A Privacy Notice composed in lay-terms should be provided in the index page 

of websites of both the Greek Libraries Network of NLG as well as in the 

websites of the library-members of the Greek Libraries Network of NLG.  

 

Regarding plugins and further application that may be implemented on the 

website of any library-member and/or the website of the Greek Libraries 

Network of NLG, they should be compliant under GDPR. If the application or 

plugin is created by a third-party, then the website owner (library or the Greek 

Libraries Network of NLG) should check whether the third party is GDPR 

compliant or not. In any case that any plugin or application is not compliant to 

the requirements of GDPR, then an alternative plugin or application should be 
found and used.  

 

All checkout pages should follow GDPR’s principles. In order to do so, 

checkboxes should be included for the consent of the user and link directly to 

the website’s Privacy Policy during checkout. 

 

The Privacy Policy and the Terms and Conditions of Use text, at least, should 

include among other information specific reference to user’s rights furnished 

through the GDPR and also include a link to the Data Subject’s Rights Form 

through which a user may apply his/her rights.  

 
Regarding email marketing campaigns and newsletters, the website of any 

library-member and/or the Greek Libraries Network of NLG, should include an 

option for the user to unsubscribe from the mailing list and another option to 

opt-in the user and check if he/she gave the consent to store the personal data. 

Moreover, after a series of marketing email campaigns sent, the administrator of 

the website should proceed with deletion of the low bounces email accounts. In 

any case of a user request regarding personal data, a reply should be sent within 

two days. In addition, in any case of a user request regarding deletion or update 

of data, the library-member or the Greek Libraries Network of NLG should 

reply and act accordingly within 30 days after the submission of the user’s 

request. 

 
There are other documents and procedures which need not be linked to the texts 

described in the websites of the Greek Libraries Network of NLG as well as in 

the websites of the library-members of the Greek Libraries Network of NLG, 

such as an Appendix Inventory of the Processing Activities, the Employee 

Privacy Policy, the Data Breach Response and Notification Procedure, the 

Anonymization and Pseudonymization Policy, the Policy on the Use of 

Encryption, the Information Classification Policy—if any, necessary—, the 
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Mobile Device and Teleworking Policy, the Clear Desk and Clear Screen 

Policy, the Supplier Data Processing Agreement, the Employee Data Retention 

Policy, the Security Procedures for the IT Department, the IT Security Policy, 

the Data Breach Notification Form to the Supervisory Authority, the Data 

Breach Notification Form to Data Subject. 
 

In the event of a hacking attempt, website backups are crucial. Although they 

should not be regarded as a substitute for having in place website security 

infrastructure, a back-up can always help restore damaged files, reassuring the 

fast recovery of the library’ image to the online world. All library-members as 

well as the Greek Libraries Network of NLG should have a backup solution for 

their websites in order to be compliant under GDPR and also in order to ensure 

functionality and availability of their resources. Nevertheless, the administrator 

of each website should ensure that there are not more than three backups that 

may include personal data of users. A proper backup solution should be, firstly, 

off site. In case that the backup is stored in the same server where the website is 
hosted, then it is as vulnerable to attacks as the website itself, and this is a major 

security risk. The backups should be stored off-site in order to be immune to 

hacking attempts or a potential hardware failure. In addition, backups should be 

automated, taking advantage of the numerous backup solutions available. 

Backups should be checked periodically in order to ensure that they function in 

a proper way. Furthermore, the existing backup, should be encrypted with a 

strong encryption algorithm and only the administrator of the website should 

have the ability to download the backup. It is important to possess a local 

backup of the whole entity and an external backup not linked to the application 

in case of an equipment failure or of a malicious episode (Politou, E., et al, 

2018). 

 
Nowadays, more and more websites suffer from successful hacking attempts 

due to outdated or unpatched applications or Content Management Systems 

(CMS). It is of crucial importance to update each website whenever a new 

version is released either regarding the CMS or regarding the plugins that are 

installed. As we mentioned above, the majority of hacking attempts targeting 

websites are automated. Bots are scanning every site they can to discover any 

exploitation opportunities. It is not efficient to upgrade once a month or even 

once a week anymore, because bots are extremely likely to discover a 

vulnerability before it is patched. 

 

A CMS is a software dedicated to creating and managing content for a website, 
on a particular platform. Nowadays, it is strongly recommended to use CMS 

such as WordPress (Lindèn, T., 2019) and Magento for security, compliance and 

functionality reasons. CMS platforms, have teams that implement and release 

functionality and security updates periodically (Patel, S., et al, 2011). A CMS 

like WordPress, has a strong community where anyone can share questions and 

find answers regarding how to further secure a website. While a CMS often 

provides frequent security updates, the use of third-party extensible components, 
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such as themes or third-party plugins and applications, leads to vulnerabilities 

that cyber threats can easily target and exploit. The most common hacking 

attempts targeting websites are completely automated and most of these attacks 

rely on the default settings of a CMS. Thus, the vast majority of the attacks can 
be restrained by configuring the default settings by the website administrator. 

Nevertheless, despite the fact that a CMS may appear to be more vulnerable 

because it is based on an open source framework, a website based on a CMS can 

reach a satisfying level of security not only regarding compliance matters, but 

also regarding real hacking threats.  

 

One of the most adequate technique in order to enhance the security of a 

website, is the use of a web application firewall (WAF). Even though a web 

application firewall may assist in order to fulfil Payment Card Industry Data 

Security Standards (PCI DSS) for a library’s website, it can hardly provide 

protection with regard to every security incident that may occur online. There 

are also other aspects that may affect the security of a website such as the errors 
that may occur due to mistakes based on the human factor. Furthermore, the use 

of SSL certificates is not enough in order to prevent a malicious user to get 

unauthorized access to a library’s website. A vulnerability that may exist on a 

library’s website can enable a potential attacker to capture communications and 

receive personal or restricted data. Moreover, even if a library’s website under 

consideration is completely patched with all the updates, a malicious user may 

focus the hacking attempt on distributed denial of service attacks (DDoS) with 

the aim to slow the websites’ response to the legitimate users or even set it not 

available at all. Thus, a web application firewall is designed in order to prevent 

a library’s website from such malicious activities. 

 
5. Epilogue 

As we have mentioned in past work (Vavousis, K., et al, 2020), the 

requirements of GDPR will affect not only the websites of the library-members 

of the Greek Libraries Network of NLG, but their day to day work as a whole. 

In parallel with the creation or re-built of a compliant and secure website, each 

member of the Greek Libraries Network of NLG will have to determine the 

level of compliance for its website and IT infrastructure regarding the 

processing of personal data; it should also comply with privacy by design and 

privacy by default principles by deploying technical and organizational means 

on how to process personal data and adopt privacy-enhancing techniques and 

policies capable of protecting personal data from malicious activities.  
 

The security of an IT infrastructure of a library-member of the Greek Libraries 

Network of NLG is an ongoing procedure that requires constant research and 

changes according to the needs of the library based on international standards, 

regulations and new-found solutions. In a similar vein, a library’s website 

security is a never-ending process that needs continuous assessment in order to 

achieve compliance with applicable laws and regulations such as GDPR and in 

order to reduce the risks that may occur, protecting the library’s website under 
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consideration from internal and external cyber threats. Thus, a library’s website 

protection is certainly a procedure that evolves constantly and an important 

component for the management of a site (Johnson, G., et al, 2020).  

 

Website security is essential for every organization, especially for the Greek 
Libraries Network of NLG and for each library-member’s online presence. The 

absence of proper website security can lead to multiple unsolicited events such 

as traffic loses, website reputation loss and user-data leakages. The calamities 

that may occur due to improper website security such as user-data leakages, 

might lead to litigation enacted from negatively affected data-subjects, the 

imposition of fines by the Supervisory Authority in Greece for violation of 

GDPR and of relevant legislation, and to a tarnished library reputation.   

 

In order to conduct an optimum solution with regard to security and compliance 

for the websites of the Greek Libraries Network of NLG and for each library-

member’s online presence, there should be protective mechanisms in place that 
will ensure high availability and security, not only for the visitors, but also for 

the IT infrastructure. 

 

The Greek Libraries Network could expand beyond the Hellenic territory and 

include libraries abroad that serve as a center of Greek culture.  

 

Following the project to provide an ILS to every library in Greece, a common 

identity management system (IDM) for users of all member-libraries (e.g. one 

ID card for all to unified services) is under consideration. Moreover, a 

documents exchange system is under development to organize and automate 

collection exchange among Greek libraries. In this context, the provision of 

legal services and consultancy to all member-libraries (e.g. intellectual property 
rights, collection donations, GDPR etc.) is also one of the core future 

developments of the Network. 
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